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MHUHHCTEpCTBO HAyKH H BEICIIET0 00pa3oBaHus PO

o o Dopma
VIIbSHOBCKUH rOCY1apCTBEHHBII YHUBEPCUTET

®-Paboyas nporpaMmma 1o JUCHUIUIUHE

1. IEJIM U 3AJJAYHN OCBOEHMUSA JTUCTIAITJIMHBI

Ilesi ocBOeHUS AN CHUIIHHBI:

0Oy4YUTh CTYJEHTOB MPHUHIMIIAM oOecrieueHrus MHOOPMAIMOHHOW OE€30MacHOCTH, TOJI-
XOZaM K aHaJIu3y ero HHGOpMaMOHHON MHPPACTPYKTYPHI U PEIICHHUIO 3a7a4 00ecreueHus nH-
dhopmarmoHHOM 0€30MaCHOCTH aBTOMATU3UPOBAHHBIX CHCTEM;

coleiicTBOBaTh (PyHAAMEHTATU3aMK 00pa3oBaHUs, (HOPMUPOBAHHIO HAYYHOTO MHPO-
BO33PEHUS U Pa3BUTHIO CHCTEMHOTO MBIIUICHHSL.

3agauM oCBOEHUS AMCHUTLINHBI:

JIaTh OCHOBBI:

METOAOJIOTUN CO3JIaHMsI CUCTEM 3aIUThHI HH(POPMAIINH;

METOJIOB, CPEJICTB U MIPHEMOB BeICHUS HH(POPMAIIMOHHBIX BOIH;

oOecrieyeHns HHPOPMALIMOHHOM 0€301MaCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM.

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OIIOII BO

Hucnunnuna «OcHOBBI MH(POPMAIMOHHON 0€30MacHOCTHY HM3ydaeTcsl B 5 ceMecTpe u
OTHOCHUTCSI K YHCIY 00s3aTeIbHBIX AUCHUIUIUH Oioka b1, mpeaHasHaueHHOTO Ui CTYAEHTOB,
obOyyvaroruxcs o crienuainbHOcTH 10.05.01 — «KommbroTepHast 6€3011acHOCThY.

JUis yCrIenIHoro M3y4eHus! JUCUUIUIMHBI HeOOXOAMMBI 3HAHHS M YMEHUs, IPUOOPETEeH-
HbIE B pe3yJibTaTe ocBOeHHs KypcoB: «HMHpopmaTuka»; «['yMaHuTapHble acrieKThl HHPOpMAIIK-
OHHOM Oe3omacHocTH», «Teopus uHPpOpManum», «OpraHu3alMOHHOE U MPABOBOE OOecTeYeHne
nH(pOPMaITMOHHOM 06€30IMaCHOCTI.

Jl1 OCBOEHMSI TUCLUIUIMHBI CTYAEHT JOJDKEH MMETh CIEIYIOIIME «BXOJHBIE» 3HAHUS,
YMEHUS, HABBIKU U KOMIIECTEHIINH:

3HaHue 0a30BBIX MMOHATUH B 006J1aCTH UHPOPMATUKU U TEOPUH HH(POPMAIIHH;

CIIOCOOHOCTH MCMOJIb30BaTh HOPMATUBHbBIE IIPABOBBIE IOKYMEHTHI;

CHOCOOHOCTh aHATM3UPOBATH COLUAIBHO-3HAYMMBbIE ITPOOJIEMBI M IPOLIECCHI;

CIIOCOOHOCTh HCIIOJIb30BaTh OCHOBHBIE 3aKOHBI €CTECTBEHHO-HAyYHBIX JAMCLHUIUINH,
MIPUMEHATHh METO/Ibl MATEMATHUYECKOT0 aHAJIN3a U MOJIETTUPOBAHUSI.

OcHOBHbIE TOJOXEHUS IUCHUIUIMHBI HCIOJBb3YIOTCS B JalibHEHIIEM MpH H3YYEHHH
TakuX JIuCHMIUIMH Kak: «KommbioTepHble cetn»; «Mojenn 0e30MacHOCTH KOMIBIOTEPHBIX
cUCTeM»; «3allluTa B ONEPAlMOHHBIX cHcTeMax»; «OCHOBbI TOCTPOCHMS 3alIUIIEHHBIX
KOMITBPIOTEPHBIX ceTel»; «3amuTa mporpaMMm © JaHHBIX»; «Kpunrorpaduyeckue MeTombl
3amuThl nHGopManuny; «Kpuntorpadguueckrue mpoTOKOIBI.
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3. IMIEPEYEHbD IINTAHUPYEMBIX PE3YJIbTATOB OBYUEHUS
O AMCIUIVIMHE (MOAYJI0), COTHECEHBIX C IINTAHUPYEMbBIMU
PE3YVJIbTATAMH OCBOEHUSI OGPA3OBATEJIbHOM ITPOI'PAMMBI
[Ipouecc n3yueHus: AUCUUILIMHBI HAIpaBiieH Ha GOpMHUpPOBaHUE CASAYIOIIUX KOMIIETEHIHUI:

Kox m HammeHOBaHMe pea-
JIN3yeMoii KoMIeTeH U

Ilepeyens miuaHupyeMbIX pe3y/bTATOB O0Oy4YeHHMs IO JAMC-
HUILIMHE (MOAYJII0), COOTHECEHHBIX ¢ MHIMKATOPAMHU [10-
CTH2KEHHUSsI KOMIIeTeH M

OIIK-1 - CmocobeH oreHu-
BaTh pPoOJb MH(GOpPMAIIMH, WH-
(hOpMAITMOHHBIX TEXHOJIOTHIA
U uHPOpMALMOHHON  0e3-
OIMACHOCTH B COBPEMEHHOM
o0I1IecTBe, UX 3HAYEHUE A
obecrnieyeHnsT OOBEKTHBHBIX
noTpebHOCTEN JUYHOCTH,
o01ecTBa U rocyapcTBa

3HaTh:

3HaueHue nHpopmanuu, THPOPMAITMOHHBIX TEXHOJIIOTUN U UH-
(dhopmarmoHHoi 0€30MacHOCTH B COBPEMEHHOM OOIIECTBE ISt
obecrniedueHrss O0OBEKTUBHBIX MOTPEOHOCTEN JIMYHOCTH, OOIIe-
CTBa M FOCYapCTBa

YMeTh:

OIICHUBAThH POJIb HH(GOPMAITNU, HHPOPMAITUOHHBIX TEXHOJIOTHI
1 MH()OPMAITMOHHOM 6€30MaCHOCTH B COBPEMEHHOM O0IIeCTBE
Baagern:

HABBIKAMU OIICHKH POJH WM 3HaueHUs uHpopmanuu, nHpopma-
IIMOHHBIX TEXHOJOTHH W HMH()OPMAIIMOHHOW OE30IacHOCTH B
COBpEMEHHOM OOIIECTBE

OIIK-5 - CnocobeHn mnpume-
HATb HOPMATHUBHBIC IIPaBO-
BbIC aKTbl, HOPMAaTHBHBIE U
METOANYCCKHUC HAOKYMCHTHI,
perIaMeHTHPYOIINe nest-
TCIBHOCTh I10 3allUTEC HH-
dbopmaru

3HaTh:

OCHOBHBIE HOPMATHUBHBIC TIPABOBLIC aKThl, HOPMATUBHBIC U Me-
TOJMYECKUE JIOKYMCHTBI, PETJIaMEHTHPYIOIINE JEATEIBHOCTh
10 3aIuTe HHGOpMaIuu

YMmerTh:

MPUMEHITh HOPMATHBHBIC TPABOBHIE aKThl, HOPMATHUBHBIE U
METOJIMYCCKUE JIOKYMEHTBI, PETJIAMCHTHPYIOIINE JCATCIb-
HOCTB TI0 3aIIKTe HHOpMAIIH

Baagern:

HABBIKAMU MPUMEHEHHUS HOPMATUBHBIX MPABOBBIX aKTOB, HOP-
MATUBHBIX U METOJINYCCKUX JIOKYMEHTOB, PETIIAMEHTHUPYIOIINAX
JESITeNIbHOCTH I10 3aIUTe WH(HOpMAIIUU

OIIK-6 - Crnocoben mpu pe-
IEHUU  MPOECCHOHATBHBIX
3aJa4 OpraHHU30BBIBATH 3a-
MUATY WHPOPMALUU OTPaHU-
YEHHOI'0 JIOCTyIa B KOMIIbIO-
TEPHBIX CHCTEMaX U CETIX B
COOTBETCTBUU C HOPMAaTHB-
HBIMH TIPaBOBBIMU aKTaMH,
HOPMAaTUBHBIMH U METOJINYe-
ckumu JokymeHramu Dene-
paIbHOM CITy)ObI O€30macHO-
ctu Poccniickoit denepanuu,
®denepanbHON  CIIYXKOBI  TIO
TEXHUYECKOMY U IKCHOPTHO-
MY KOHTPOJIIO

3HaTh:

MOPSJIOK OPTaHM3AIMU 3alUThl WHOOPMAIIUKU OTPaHUYEHHOTO
JIOCTYIIa B aBTOMAaTH3UPOBAHHBIX CHCTEMax B COOTBETCTBUU C
HOPMAaTUBHBIMU MPABOBBIMU aKTaMH, HOPMAaTUBHBIMU M METO-
TUYECKUMH JOKyMeHTaMu dDenepanbHOil ciryXObl 0e301macHo-
ctu Poccuiickoit @enepannu, DenepanbHON CIy* Obl IO TEX-
HUYECKOMY U IKCIIOPTHOMY KOHTPOJIIO

YMeTh:

OpraHW30BBIBATh 3AIMUTY WH(OpPMAIMA OTPAHUYECHHOTO JO-
CTyna B aBTOMAaTU3MPOBAHHBIX CHUCTEMax B COOTBETCTBHH C
HOPMAaTHUBHBIMHU MPABOBBIMH aKTaMH, HOPMAaTUBHBIMU M METO-
IUYECKUMH JOKyMeHTamMu DenepanbHOi ciayxObl O6e30macHo-
ctu Poccuiickoit deneparuu, denepanbHO CIyKOBI 1O TEX-
HUYECKOMY U 3KCIIOPTHOMY KOHTPOJIIO

Baagern:

HABBIKAMU OPTaHHU3AIUH 3AIMUTH HHPOPMAIIMH OTPAaHUYCHHOTO
JIOCTYIIa B aBTOMAaTH3UPOBAHHBIX CHCTEMax B COOTBETCTBHU C
HOPMATUBHBIMH NPABOBBIMU aKTaMHU

dopma A
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4. OBIIAA TPYJTOEMKOCTD JUCIUAITJIMHBI

4.1. O0beM TUCUMILIMHBI B 324€eTHBIX eIUHHUIAX (Bcero) 3.
4.2. O0beM THCHMILVIMHBI 10 BUIaM Y4eOHO# padoThl (B yacax):

KommuecTBo yacoB (hopma oOydeHHs ouHast)

Bug yueOHoiA
B 1.4. mo cemectpam
paboThI Bcero o many 5
1 2 3 4

KonrakrtHas pa- 54/54* 54/54*
6oTta 00yuaro-
IIUXCS C TIPETo-
JaBaTesieM
AynuTopHble 3a- 54/54* 54/54*
HATHUSA:
Jlexuuu 36/36* 36/36*
[IpakTrueckue u
CEMHHAPCKHE 3a-
HATUS
JlaGopatopHsble
paboTsl (J1abopa- 18/18* 18/18*
TOPHBIN ITPAKTH-
KYM)
CamocrosTenbHas 54 54
pabota
dopma TEKyIIEero -TectupoBanue
KOHTPOJISI 3HAHUN HAa CeMHUHApaXx;
u KOHTPOJIS - BOIIPOCHI MpHU
CaMOCTOATEIIBHOMN 3aIuTe
paboTHI: 1a00paTOPHBIX
TectupoBanue, pabot
KOHTp. paborTa, - petepatsr Ha
KOJUIOKBHYM, 3a/IaHHbIC TEMBI
pedepart u ap. (He
MeHee 2 BUJIOB)
Kypcosas pabora
Buas! mpomexy-
TOYHOM arTecra- 3auer 3auer
uu (PK3aMeH,
3a4er)
Bcero gacos o 108 108
JUCIUILIUHE:

* B cinydae HEOOXOAMMOCTH HCIIOJIB30BaHMS B YYEOHOM IMPOIECCE YaCTHUYHO/HUCKITIOUUTEITHHO
JUCTAHIIMOHHBIX 00pa30BaTENbHBIX TEXHOJIOTUH B TabmuIEe uepes
KoJm4yecTBO 4acoB paboTsl [ITIC ¢ oOyuarommmucs 1yisi TPOBEICHUSI 3aHITHI B TUCTAHITMOHHOM

(dbopMaTe ¢ MPUMEHEHHEM SJICKTPOHHOTO O0YUYCHHSI.

dopma A

CJICHI  YKa3bIBACTCsA

Crpanuna 4u3 19



MHUHHCTEpCTBO HAyKH H BEICIIET0 00pa3oBaHus PO
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4.3. Conepxxanue TMCHUILIHHBI (Moay.s.) Pacnpenenenne 4yacoB 1o remam u BUIam

yueOHo# padoThI:

dopma o0yueHus ouHas
Buapl yaeOHBIX 3aHATHI
AyauTOpHBIE 3aHATHUS Ca-
3aHATUSA | MO-
IIpaxTu- dopma
HaszBanue u pasgenoB u | Bcee- JlaGo- | B HH- | CTOSI-
YECKUE TEKYILIETOo
TeEM ero | Jlek- patop- | Tepak- TEJIb-
3aHSTHS, . KOHTPOJIS
11704 HBIC TUBHOW | Has o
CEMHUHa- 3HAHUU
paboter | popme pabo-
pHI
Ta
1 2 3 4 5 6 7

Pazgea 1. Undpopmanmo

HHas 0e30IIACHOCTh B CHCTEeMe HAIIMOHAJILHOI 0e3onmacHocTH PD

1. IloHsaTHE HAIMOHATIb- 4 2 2 Tectmr TI,
HOM 0€30MacHOCTH. ped. 1
2. HanimoHaJIbHBIE MHTE- 4 2 2 Tecter T2,
pecwl Poccun B nHbpOp- ped. 2,3
MaIMOHHOU cdepe.
3. Yrpo3sl uaopmaru- 10 2 4 4 4 Tecter T3,
OHHOM 0€30IacHOCTH ped.2.4,5,
Poccutiickoit deneparum. 7a6.pab. 1
4. UcTtoyHUKH yrpo3 4 2 2 Tector T4,
nH(popMaIMoHHOM 6e3- ped. 4
onacHoctu PO.

Paznen 2. UndopmanmonHasi BOifHA, MeTOAbI U CPEJACTBA €€ BeJACHUs
5. UadopmanmonHas 4 2 2 Tectrr TS,
0e30macHOCTh U HH(POP- ped. 5,6
MalMOHHOE IPOTHUBO-
00pcTBO
6. Ilpuemsr uadopmanu- | 4 2 2 Tectrr T6,
OHHOTO BO3JICHCTBHUS B ped. 5,6
WH(OPMAITMOHHON BOWHE
7. Tunomas crtparerus | 4 2 2 Tecter T7,
WH(POPMAIIMOHHON  BOM- ped. 5,6

HBI.

Pa3znen 3. 3amura 0T HECAHKIIMOHUPOBAHHOIO J10C

na (HC/1) B undpopm

AIIMOHHbBIX CHCTEMaXxX

8. Knaccudukanus aBTO- 4 2 2 Tectrr T8,
MaTU3UPOBAHHBIX CUCTEM H ped.7

TpeOOBaHUSA TIO 3aIlIHTe

nHpOpMALIUH.

9. CrpykTypa CHCTEMBI 4 2 2 Tectrt T9,
3alUThl  MHPOPMALMKA  OT ped.7

HC/I. Haznauenne wu

(YHKIUH 3IEMEHTOB.

10. Mogenu ympaBieHUs 6 2 4 Tecter T10
JIOCTYIIOM. ped.5

Paznen 4. OcHoBHBIE MeTOAbI 0O0ecniedeHUus1 HHPOPMALMOHHOK 0e30IacCHOCTH

11. OCHOBHBIE TOHATHS |

4 | 2 |

| 2 |

Tecter T11

dopma A
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VIbsSHOBCKHI TOCy1apCTBEHHBIM YHUBCPCUTET
®-Paboyas nporpaMmma 1o JUCHUIUIUHE
KpUnTorpapuueckon ped.2,
3aIUThl HHOOPMAITUH.
12. CummeTpuuHBbIE 4 2 2 Tecter T12
KpunrorpaguyecKkue cu-
CTEMBI.
13. AcumMmMmeTpuyHbIe 4 2 2 Tector T13
Kpur-torpaduueckue
CUCTEMBI.
14. Wnpentudukanms u 4 2 2 Tecter T14
ayTeHTU(UKaLusI. ped.7
15. Pasrpanuuenne u | 4 2 2 Tector T15
KOHTpOJIb  JIOCTyna K
uH..
16. TexHonoruu mexce- 6 2 4 Tector T16
TEBBIX YKPaHOB.
17. Bupryanbnuble udact- | 4 2 2 Tector T17
Heie cet (VPN). ped.2,
18. Metonel oOHapyxke- | 6 2 4 Tecter T18

HUSI BTOPKEHUH (aTak).

Pasnea 5. Cpencrsa 3aluuThl HHPOPMALMH OT HECAHKIIMOHMPOBAHHOIO J0CTYNA

19 Cucrema SecretNet| 6 4 4 2 nab. pabd 2
Studio

20. Cuctema 3amuThl oT | 6 4 4 2 nab. pad 3
HCJI «Dallas Lock».

21. DnexkTpoHHBIN 3aMOK | 4 2 2 2 nal. pad 4
"Cobop".

22. Cucrema 3anmuThl | 4 2 2 2 nab. pad 5

KOH-(bHuIeHIIMATLHON
uHbOpMAllUK M TEpPCo-

HaJIbHBIX JTAHHBIX
«Secret Disk».
23 TIporpamMmHoO-amnmapa- 4 2 2 2 j1a0. pab 6

THBIM KOMIIJIEKC CPEJICTB
3aIUTHl THPOPMAIIUU OT
HCJI “Axkopm»

Hroro: 108 36 18 18 54 3a4éT

5. COAEPKAHUE JUCIUAIIJIMHBI (MOAYJIS)

Paznen 1. WuapopmaumoHHasi 0e30maCHOCTh B CHCTeMe HAUMOHAJIbLHOI
0e3onacHoctu Poccuiickoii @enepanun

Tema 1. [TonsTre HalMOHATFHON 0€30MACHOCTH.

CyurHoCTh U coJiep)KaHUe HalMOHAIBHOM Oe3omacHocTH. OCHOBHBIC 3a7aud B 00JaCTH
obecrieyeHrss HalMOHaNBbHOU OezonacHocTH. OOBEKT U cyOBeKT OezomacHocTH. Bubl 6e30mac-
HOCTH: 3KOHOMHYECKAsl, BHYTPHUIIOJIUTUYECKAs, COLIMAIbHAs, MEKIyHAapoIHasl, HH(POPMAIIUOH-
Hasi, BOCHHAsA, NOTpaHUYHAs, dKOoJoTu4Yeckas u aApyrue. Buasl 3ammmaemoit nudopmarmn. Oc-
HOBHBIE MOHATHUS U 00LIEMETOA0I0TMUECKHE MPUHIUITBI HH(pOpMalMoHHOM Oe3onacHocTu. Poib
MH(POPMAIMOHHOH 0€30MacHOCTH B 00eCrieueHIH HAIlMOHAIbHOW O€301IaCHOCTH TOCYJapCTBa.

Tema 2. HanimonansHbie nHTEpeck Poccuu B nHDopmaIimonHoi cdepe.

Mecto u pons Poccun B rioGanbHOM HHPOPMALMOHHOM IpocTpaHcTBe. HarroHanbHbie

dopma A Crpanwuna 6u3 19
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uHTepechl Poccun B mH(OpManmoHHoi cdepe u ux obecreuenue. MHTEpechl TUYHOCTH B WH-
dhopmarmonHoit chepe. MHTEpeck rocynapcTsa B nHGopMaoHHOH cdepe. OCHOBHBIE COCTaB-
TISIONIUE HAIMOHAIBHBIX HHTEpecoB Poccuiickoit @enepannu B uHGOpMAIIMOHHOM chepe.

Tema 3. Buasl yrpo3 undopmarmonHoit 6e3omnacnoctu Poccutickont denepamm.

[IpoGnemsr obecrieueHuss HHOOPMAIMOHHONW 0€30MaCHOCTU. YTPO3bl KOHCTUTYLMOHHBIM
mpaBaM U cBOOOJIaM uYeoBeKa U rpakJaHuHa B 00JacTU AyXOBHOM KU3HU M MH(OPMALMOHHON
NesITeIbHOCTH, HHAUBUIYATbHOMY, TPYNIIOBOMY M OOIIECTBEHHOMY CO3HAHHUIO, TYXOBHOMY BO3-
poxnennro Poccuu. Yrpo3sl mHGOPMAIIMOHHOMY OOECIEUEHUI0 TOCYJIapCTBEHHON MOJUTUKH
Poccuiickoit ®eneparun. Yrpo3sl pa3BUTHIO OTEUECTBEHHOM MHAYCTPUHM MH(POPMALIUHU, BKIIO-
Yasi UHAYCTPHUIO CPEICTB MHPOpMATH3AIUH, TEICKOMMYHHKAIIUM U CBSI3U, OOECIEYEHMIO MO-
TpeOHOCTEH BHYTPEHHETO PHIHKA B €€ MPOAYKIIMK M BBIXOJY ATOH MPOAYKLUU Ha MUPOBOM PbI-
HOK, a TaKe 00eCIeUeHNI0 HAKOIIJICHUS, COXPaHHOCTH U 3(hPEKTUBHOTO HCIOIB30BAHUS OTEYe-
CTBEHHBIX WH(pOpPMAIMOHHBIX pecypcoB. Kiaccudukanus yrpos 0ezomacHocTd WH(POPMAIMOH-
HBIX ¥ TEJIEKOMMYHHKAIIMOHHBIX CPEJCTB U cucTeM. Mozenb AecTBUI HapyLIUTes.

Tema 4. Vicrounuku yrpo3 nuadopmMaionHoi 6e3onacnoctu PO.

Buemrnue uctoynuku yrpos. BHyTpennue ncrounuku yrpo3. Knaccudukaius nctouyHu-
KOB YI'pO3 H ySI3BUMOCTEH HH(OPMAIIMOHHON 0€301MacHOCTH.

Paznen 2. UndopmanmonHasi BoifHA, MeTOAbI U CPEACTBA €é BeJeHUs

Tema 5. Hudopmanumonnas 6e30nacHOCTb U HHOOPMAITHOHHOE IPOTUBOOOPCTBO.

[Tonsitne wHpOpManmoHHON BOWHBL. [IpobmeMbl MHPOpMaUOHHBIX BOWH. CyOBEKTHI
nH(POPMAIIMOHHOTO TpoTHBOOOpcTBa. Llens mHpOpMannoHHOTO NMpOTHBOOOPCTBA. COCTAaBHBIC
YaCTH ¥ METOJIbI HH(GOPMAIIMOHHOTO MPOTHBOOOPCTBRA.

Tema 6. [Ipuembl HHQOPMAITMOHHOTO BO3ACHCTBUS B UH(OPMAIIMOHHON BOWHE.

NudopmarnmonHas BoiHa Kak IieJIeHANpaBiIeHHOE WH()OPMAIMOHHOE BO3/ICHCTBHE WH-
¢dopmannoHHbIX cucteM. CrocoObl MepenporpaMMHpPOBaHUs MHPOPMAITMOHHBIX cucTeM. [Ipo-
Osiema Havana HHGOPMAITMOHHONW BOWHEI.

Tema 7. TunoBas ctpaterus HHPOPMALMOHHON BOMHBI.

O06001IeHHBII anTOpUT™M HHGOPMAITMOHHON BOWHBI. OCHOBHBIE acneKThl HH(GOPMAITIOH-
Ho# BoitHbI. [locnencTBus nHpoOpMalMOHHON BOHHBI.

Pa3znen 3. 3amura ot HecankuuoHupoBaHHoro aocryna (HCA) k undpopmanmmn

Tema 8. Knaccuguxarms aBToMaTH3UpOBaHHBIX CUCTEM U TpeOOBaHUS 110 3aluTe HH(OpMa-
LUH.

HoxymenTtsl ['ocrexxomuccun tipu [Ipesunente Poccuiickoit @enepanyn. Konnenmn 3aiu-
Thl ABTOMAaTU3UPOBAHHBIX CHCTEM U CPEICTB BBIUMCIUTENbHON TeXxHUKU. Kiaccudukanus undopma-
IIMOHHBIX CHCTEM II0 YPOBHIO HX 3aIlUIIEHHOCTH. TpeboBaHMs K MH(OPMALMOHHBIM CHCTEMaM II0
o0ecrieueHrI0 6e30MacHOCTH HH(POPMAITHH.

Tema 9. Crpykrypa cucremsl 3ammtbl nHpopmarmu ot HCJl. Hasnavenue u yHKImM sme-
MEHTOB.

Hampapnenust 3ammtet ot HCJH. OchHoBble crmoco0st HCJI. TIpuHIUIBI  3aIUTHI
nadopmanuu ot HCJ[. Crpykrypa cucrems! 3ammthl nHGopMarmu ot HCJI, HazHaueHne u GpyHK-
LIUH 2IEMEHTOB.

Tema 10. Moaenu ynpaBiieHHs! JOCTYTIOM.

[IpaBuna pasrpanuueHus gocryna. MaHgatHas M JIUCKPELIMOHHAS MOJENM YIIPaBJIEHUS J0-
cryrnoM. PoseBasi u aTpruOyTHbBIE MOJIEITH.

Pa3znen 4. OcHoBHBIE MeTOABI 00eciedeHUs] HH(POPMALIMOHHOM 0€301aCHOCTH

Tema 11. OcHOBHBIEC MOHATHS KPUITOTrpadUIECKON 3alTUTH HHPOPMAIIUH.

B nanHO# neKimy onpenessitoTes npeaMeT U 3a1aun Kpunrtorpaduu, GopMyIHpyrOTCst OCHO-
BOIIOJIArAIOIIME ONpeesIeHuUs U TpeOOBaHHA K KPUITOrpaduiecKuM CUCTeMaM 3alUThl HHGOpMAaIIH,
JIaeTCst UICTOpUUECKast CIIpaBKa 00 OCHOBHBIX 3Tarax pa3BUTHs Kpunrorpaduu kKak Hayku. Paccmarpu-
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BAETCs MPUMEp MPOCTEUINero mmgpa, Ha OCHOBE KOTOPOTo MOSICHSIOTCSA C(HOPMYIIMPOBAHHBIE TIOHS-
TUSI ¥ TE3UCHI.

Tema 12. CummeTpuuHbIe KpUNITOTpaQUUECKHE CUCTEMBI.

O06o0mmeHHass cxeMa CUMMETPUYHOW KpUNTOCHCTeMbl. AnroputMm mudpoBanus DES.
Cranmapr umdposanus ['OCT P34.12-2015. OcoOGeHHOCTH TpPUMEHEHHS aJITrOPUTMOB
CUMMETPUYHOTO MNP POBAHUS.

Tema 13. AcummeTpuuHbIe KPUITOTpaQUUIECKHE CUCTEMBI.

OO6oOmenHass cxemMa aCHMMETPUYHOW KPUIITOCUCTEMBbI MHU(POBAHUS C OTKPBITHIM
KJIt0ouoM. DYHKIUS X3IUPOBaHUS. DJIEKTPOHHAS MTOAIHUCH.

Tema 14. Mnentudukarms 1 ayTeHTHDUKAIHSA.

[NonsTus unenTuuKamy, ayreHTuduKanuy u apropusaims. Kinaccudukanys cucrem ayTeH-
tudukarmu. [laponu, ceprudukatsl 1 2IEKTPOHHbBIE TOANKCH. MeTo/Ibl ayTeHTH(UKALIIH.

Tema 15. PasrpanuyeHnue u KOHTPOJIb AOCTyNa K HH(OPMAIIHH.

Pasrpanunuenue noctymna no BUIy, XapakTepy, Ha3HAUEHUIO, CTETIEHU BaXKHOCTU M CEKPETHOCTHU
nH(popManK; 0 crocobaM ee 00pabOTKH: CYUTATh, 3aMMHCATh, BHECTH WU3MEHEHUS, BBIIOJTHUTH
KOMaH/y; [0 YCJIOBHOMY HOMEpY TepMHHAJNIa; 110 BpeMeHH 00paboTku U 1p. Paznenenue npuBuiieruii
Ha JIOCTYH K HH(POPMALIIH.

Tema 16. TexHOTOTHHU MEKCETEBBIX SKPAHOB.

PaccmoTrpena TexHOI0THS MEKCeTeBbIX 3KpaHoB (MD) - oHa U3 caMbIX MEPBBIX TEXHO-
JIOTUHA 3aIUTHl KOPIOPATUBHBIX CeTel OT BHEIMHHMX yrpo3. [lokazano, uro MO cmocoOCTByeT
peann3aIy MOJUTHKH 0€301IaCHOCTH, ONPEICISET pa3pelIeHHbIE CITy>KObI, THIIBI TOCTYTa K HUM
U SBJISIETCS peanu3anueil 3Toi MOJUTHUKU B TEPMHUHAX CETEBOM KOH(UTYypalH, XOCTOB, Mapll-
pPYTHU3aTOPOB U APYTUX Mep 3amuThl. DyHkiuu MO

Tema 17. BupryanbHble YaCTHBIE CETH.

OcHOBHBIC TOHATUS M (PYHKIUH BUPTyalbHbIX 4acTHBIX ceTeil (VPN). Bapuante mo-
CTPOCHHUS BUPTYaJIbHBIX 3aIUIIECHHBIX KaHatoB. CpencTBa obecniedeHus: 6ezonacHocT VPN,

Tema 18. Metonbl 0OHapyKeHHUsI BTOP>KEHUH (aTak).

Kpatkas ucropus Brop>keHuil (atak) Ha mHTpacetn. OcHOBHBIC MoHATHSA. Kinaccuduka-
U CUCTEM OOHAapyXeHHs BTOp)KEHHH. VMHTeNIeKTyanbHOEe U MOBEIEHUYECKOe OOHapyKeHHE
BTOPKEHHUI.

Pasnen 5. CpencrBa 3amuuThl HHPOPMALMH OT HECAHKIIMOHMPOBAHHOTIO 10CTYIIA

Tema 19. Cucrema SecretNet Studio.

Haznauenue, BO3MOKHOCTH M IOPSAA0K paboThl ¢ cuctemoit SecretNet Studio/

Tema 20. Cucrema 3ammutsel ot HCJ] «Dallas Lock».

Ha3nauenue, BO3MOXHOCTH, ycTaHOBKa M mopsanok pabdorsl ¢ C3U or HCJl «Dallas
Lock».

Tema 21. Dnexrponnslii 3aMmok "Coboup".

Haznauenue, BO3MOXHOCTH, YCTaHOBKa W TOPSAIOK pabOThl ¢ DJIEKTPOHHBIM 3aMKOM
"Cobomnp".

Tema 22. BcTpoeHHbBIE MEXKCETEBBIEC SKPAHBI.

Hasnauenue 1 BO3MOXHOCTH BCTPOSCHHBIX MEKCETEBBIX IKPaHOB (MD).

Tema 23. [IporpammHo-anmapaTHeI KOMIUIEKC cpeACTB 3amuThl nHbopmaruu ot HCJ]
«AkkopI-AM/[3».

Haznauenue, BO3MOXHOCTH, YCTaHOBKa W HCIOJIb30BaHUE IPOTrPaAMMHO-ANIapaTHOTO
KoMIuIeKca cpencTB 3amuTsl uHpopmanuu ot HCJ[ «Akkopa—AM/I3».
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6. TEMbI IPAKTUYECKHAX U CEMUHAPCKHUX 3AHATHUA

[TpakTHyeckre U CEMHHAPCKUE 3aHATUS HE MPEAyCMOTPEHBbl YYEOHBIM IJIAHOM JTUCIIH-
TUTHHBL.

7. JABOPATOPHBIE PABOTHI (JIABOPATOPHBII ITPAKTUKYM)

Paznen 1. UndopmanuonHasi 60e30MacCHOCTh B CHCTeMe HAIMOHAJILHON 0€30MacHOCTH
Poccuiickoin Penepauuu

Tema 3. Buasl yrpo3 undopmarmonHoit 6e3omnacnoctu Poccutickoit @enepamu.

Jlaboparopuas pabota Ne 1. (4 gacoB). «BeipaboTka KOHIIEITYaJIbHBIX OCHOB JIESTEIBHO-
CTH TI0 00eCcTieUeHH IO HH()OPMAITMOHHOM 0€301TaCHOCTH TIPEATIPUSTHS .

enp: Ananu3 wHQOPMAIIMOHHBIX AKTHUBOB, HCIOJIb3YEMbIX KOMIIAHHEH W BBIpaOOTKa
KOHIENTYaJbHBIX OCHOB JIE€ATEIbHOCTU MO O0ECNEUYeHUI0 KOPHMOpPAaTUBHOW HH(OpMALMOHHON
6e3onmacHocTu. Pe3ynbTar: oTyer.

MeTtoauueckue yka3aHHUsl: OCHOBHOE BHUMAaHHE JIOJDKHO OBITh YJEJIEHO MPaKTHUYECKOMY
BBISIBJICHHIO YTPO3 M 0A30BBIX YSA3BHUMOCTEH KOHKPETHBIX MH(DOPMAIIMOHHBIX aKTHBOB MPEIIPH-
ATHS, a TaKXKEe BHIOOPY METOJIOB M CPEACTB NMPOTUBOJACHCTBUS UMEIOIIMMCS yTpo3aM HH(popMa-
LIMOHHON 0€30IaCHOCTH.

Paszgen S. Cpeacrpa 3amutbl HHGOPMAIUM OT HECAHKIIMOHUPOBAHHOIO 10CTYyIA

Tema 19. Cucrema SecretNet Studio.

JlaGopaTtopnast pabora Ne 2. (4 yaca). HaznaueHue, BO3MOXKHOCTH U MOPSTOK pabOTHI C
cucremont SecretNet Studio.

[ens: M3yunTh BOBMOXKHOCTH M Hay4dUThCs paboTtaTh ¢ cuctemont SecretNet Studio. Pe-
3yJbTaT: OTYET.

Metoauuecke yka3aHHs: OCHOBHOE BHUMAaHHUE JOJDKHO OBITh YJIEIEHO HACTPOMKE U
MPAaKTUYECKOMY OCBOEHHIO BO3MOXKHOCTEH cuctembl SecretNet Studio.

Tema 20. Cucrema 3ammutsl ot HCJ] «Dallas Lock».

Jlaboparopuas pabota Ne 3. (4 gacoB). Ha3HaueHHe U BO3MOXHOCTU CHUCTEMBI 3aIUTHI
ot HCJI «Dallas Lock».

Lenb: n3y4nTh BO3MOKHOCTH M HAayuuThCsl pabotathk ¢ cuctemoit 3amutsl ot HCJI. Pe-
3yJbTaT: OTYET.

Metoauueckie yka3zaHHs: OCHOBHOE BHHMAaHUE IOJDKHO OBITh YAEJICHO HACTPOHMKEe U
MPAaKTUYECKOMY OCBOEHUIO BO3MOkHOCTeH «Dallas Lock».

Tema 21. DnexTponHsIii 3amok "Cobonb".

JlaGopaTtopnast pa6ota Ne 4. (2 ywaca). HazHaueHue, BO3MOKHOCTH U TIOPSJIOK PabOTHI €
OnexkTpoHHBIM 3aMKOM "Coboip".

[ens: MU3yunTh BO3MOKHOCTH M HAYYUTHCS pabOTaTh C AJIEKTPOHHBIM 3aMKoM "Co0oiip".
PesynbraT: oTuer. Meroauyeckue yka3zaHHs: OCHOBHOE BHUMAHHE JIOJDKHO OBITH YJIEIEHO
HACTPOMKE, YCTAHOBKE U MPAKTUUECKOMY OCBOEHHUIO BO3MOXHOCTEW 3JIEKTPOHHOTO 3aMKa "Co-
60p".

Tema 22. BcTpoeHHbBIE MEKCETEBBIE IKPAHBI.

JlaGopatopHnast pabota Ne 5. (2 yaca). HazHaueHue n BO3MOXKHOCTH BCTPOEHHBIX MeEKCe-
TEBBIX KpaHOB (MD).

Lenb: M3y4nTh BO3MOKHOCTH M HAay4uThCsl paboTath ¢ BcTpoeHHBIMH MD (OC u anTH-
BHUPYCHBIE MMaKkeThl). Pe3ynbTar: oTHer.

Metoauueckie yka3zaHHs: OCHOBHOE BHMMAaHHUE JOJDKHO OBITh YAEJICHO HACTPOMKE U
MPAKTUYECKOMY OCBOCHHUIO BO3MOKHOCTEM BCTPOEHHBIX MO.

Tema 23. [IporpaMMmHO-anmapaTHbIi KOMITJIEKC cpecTB 3amuTsl HHPpopmanuu ot HCJJ
“Axkopa—AM/I3”.

Jlaboparopuass pabora Ne 6. (2 uaca). Haznauenme u Bo3MOkHOCTH [Iporpammuo-
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anmapaTHoro Komiuiekca cpeactB 3amtbl uH(opmamuu ot HCJl “Axxopa—AMJI3”. Llens:
N3yunTh BO3MOXXHOCTH W HAay4YHTHCS paboTaTh ¢ KoMIuiekcoM cpeAcTB 3amutbl ot HCJI. Pe-
3ynbTaT: OTYET. MeToandyeckne yKa3aHUs: OCHOBHOE BHUMAHHE JOJDKHO OBITh YJIEJIECHO
HACTPOMKE, YCTAHOBKE M MPAKTUYECKOMY OCBOCHHIO BO3MOXHOCTel [IporpammHo-anmapatHoro
KOMILJIEKca cpesicTB 3amuThl uHpopmanuu ot HC/I.

Bce nabopaTtopHbie pabOTHI MPOBOASTCS B MHTEPAKTUBHOU (OpME, a UMEHHO HCIIOJIb3Y-
I0TCA:

JMAJIOrOoBoe 00y4YeHHE, B X0J1€ KOTOPOI'O OCYIIECTBIISETCS B3aUMOJACHCTBUE MEXIY CTY-
JIEHTOM M MPEToaBaTeIeM, MEX]y CAMUMU CTYACHTaMH, TPYNIaMH CTYJIEHTOB;

3JIEMEHTBI JIEIOBBIX UTP, «MO3TOBOM HITYpM» WM JAUCKYCCUU IO pacCMaTpUBAaEMbIM BO-
pocam.

8. TEMATHUKA KYPCOBbBIX, KOHTPOJIbHBIX PABOT, PEOEPATOB

8.1 KypcoBble M KOHTpOJBHBIE pPaOOTHI HE TMPEAYCMOTPEHBI YYEOHBIM TUTAHOM
JUCIUTUIAHBI.

8.2 IIpumepHasi TeMaTuKa pedepaToB:
1. Mecto u ponab MHPOPMALMOHHOM 0€30IaCHOCTH B PA3IMUYHBIX cepax >KU3HEICSTEIbHOCTH
JUYHOCTH (00IIeCTBa, TOCYIapCTBA).
. Bunel 3amurmaemoit nHGopMaIum.
. MHTepecw nmuuHocTH (0011IeCcTBa, TOCyIapcTBa) B MH(MOpMAIMOHHON cdepe.
. Yrpo3sl unopmannoHHoii 6e3omacHocT Poccutickoit denepanuu.
. BHenHue v BHyTpeHHUE UCTOYHUKHU YTpo3 HH(OPMALMOHHON O€30MacHOCTH roCcyAapCcTBa.
. Undopmanimonnoe opykue, ero KIacCupUKaIys 1 BO3SMOKHOCTH.
. Kommprorepnas cucrema kak 00beKT HHPOPMAIIMOHHON O€301acCHOCTH.
. [loHsITHE HAITMOHANILHOM O€30TTACHOCTH.
9. HaimonaneHbie nHTEpECH Poccuu B nHDOpMaIimoHHoi cdepe.
10. Hcrounuku yrpo3 uadopmamnronHoit 6e3onacHocT Poccuiickoit denepanuu.
11. UadopmarmonHas 6€30macHOCTs U HHHOPMAITHOHHOE TPOTHBOOOPCTRO.
12. Tunosas crpaterusi UHGOPMAIIIOHHON BOWHBIL.
13. Knaccuduxaiust aBTOMaTU3UPOBAHHBIX CUCTEM M TPEOOBaHUS MO 3allUTe HHPOPMAIIIH.
14. Crpykrypa cuctemsl 3ammthl nHpopmarmu ot HCJI. HaszHaueHnue u pyHKITMH 371€MEHTOB.
15. Monenu ynpaBiieHUs] JOCTYTIOM.
16. OcHOBHBIE MOHATHS KpUNTOrpadUIecKoi 3ainuThl HHPOPMALIUH.
17. CummeTpudHbIe KpunTorpadudeckue CUCTEMBbI. JI0OCTOMHCTBA U HEIOCTATKH.
18. AcummeTpuuHble Kpunrorpaduyeckue cucTeMsl. JJocTOMHCTBA  HEAOCTATKH.
19. OcHoBHbIe MeTO 1Bl OOectieueHus nH. 6e3omacHocTu. Unentudukaius u ayTeHTUGUKAIHS.
20. OcHoBHBIE MeTObI o0ecrieueHns nHpopMaMOHHON OezomacHocTU. PasrpaHnnyenne u KoH-
TPOJIb AOCTYIA K HH()OPMALIUH.
21. OcHOBHBIE METO/IBI OOecTieueHrst HH()OPMAIMOHHOW 6e30MacHOCTH. MeKceTeBbIe SKPaHBI.
22. Bupryanbsabie yactHbie cet (VPN).
23. Metobl 0OHapy>KEHHsI BTOPKEHUH (aTaK).

0N W bW

8.2.1 IlpaBuna opopmieHus pedepaTon

1. O6séM pedepara 7-10 mmcroB medatHoro Tekcta. K odopmiienunro pedeparon
NPEObSBISAIOTCS TaKue XK€ TpeOOBaHUS, KaK U K KYpPCOBBIM paboTaMm AJisi CTYyJIEHTOB 3 Kypca,
ONMCaHHbIE B Yy4eOHO-METOIWYECKOM IMocoOuu: MeToauueckue yKa3aHdhs [0 HAaMKCaHUIO
KypCOBBIX W JUIUIOMHBIX pabOT s CTyIeHTOB creuuanbHocTH  «KommbroTepHas
oe3onacHocthy / A.C. Aaapee, A.M. Upanno, C.M. PaneeB.— Ynpsnosck: Yal'V, 2017. — 40
c. URL:ftp://10.2.5.225/FullText/Text/Andreev_2017.pdf.
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9. MEPEYEHDB BOITPOCOB K 3AUETY

1. IonsTre HanMoHANBHOU Oe3onacHoCTH Poccuiickoit @enepanuu. OCHOBHBIC 33791 B
oOJtactu o0eceueHus HallMOHAJIBHOM 0€30IIaCHOCTH.

2. OCHOBHBIE 3JIEMEHTHI HAIIMOHAILHON Oe3omacHOCTH Poccuiickoit denepanun.

3. Knmaccudukamus Bu0B HallMOHAIBHON Oe3omacHOoCTH Poccuiickoit denepanum.

4. Nndpopmannonnas 6e3omnacHocTs. OCHOBHBIC MPUHIMIIBI M cocTaBisitomue ['ocyaap-
CTBEHHOM MOJIMTUKHU oOecrieueHus nHpopMannonHoi 6e3omacHoctu Poccuiickoit deneparun.

5. Mecto u ponb Poccuu B riiobanpbHOM HHGOPMAIIMOHHOM MpocTpaHcTBe. MHTEpech
JMYHOCTU B MH(OPMAIIMOHHOH cdepe.

6. MuTtepeckl rocynapctsa B uH(popMamonHoi cpepe. OCHOBHBIE COCTABIIAIONINE HALIU-
OHAJIBHBIX MHTEpecoB Poccuiickoit deneparnu B nHPOpMaMOHHOH cdepe.

7. IIpobmembl oOecrieueHrss HTHPOPMAITMOHHON 0€30MacHOCTH.

8. Ilonsitue yrpo3bl WHGOpPMAIMU. YTPO3bl KOHPUIACHIUATBLHOCTH, IIEJIOCTHOCTH H
JOCTYITHOCTH.

9. Knaccugukanus yrpo3 vHGOpMaIum.

10. Monenb neilcTBUA HAPYIIUTEA.

11. Ucrounnku yrpo3 wuHpoOpManuoHHON Oe3omacHoctn P®. BHemHne HCTOYHUKH
yIpos.

12. Vcrounuku yrpo3 mHPOpMAMOHHON Oe3omacHocTH P®. BHyTpeHHUE UCTOYHUKU
yIpo3.

13. Knaccudukanuss HCTOYHUKOB YIpo3 M YA3BUMOCTEH MH(POpPMAIMOHHON Oe301acHo-
CTH.

14. Tlonsarue undopmarmoHHON BoHWHEL [Ipo0iaeMbl nH(OPMAIIMOHHBIX BOMH.

15. CyOwekThl u 1nenu nHGOpMaIMOHHOTO MpOoTHBOOOpCTBA. COCTaBHBIE YaCTH U METO-
161 THPOPMALTMOHHOTO TPOTHUBOOOPCTBA.

16. UndopmanroHHOE OpyXHe, ero Kiaaccu(uKauus 1 BO3MOKHOCTH.

17. UndopmannoHHas BoWHA Kak IleJieHaNpaBlIieHHOE HH(OPMAIIMOHHOE BO3/CHCTBUE
MH(OPMALIMOHHBIX CUCTEM.

18. Ilpuembl wHGOPMAIIMOHHOTO BO3ACHCTBUS B WH(MOpMaImoHHOW BoiHE. CriocoObl
MepernporpaMMHUPOBAHUS HHPOPMAITMOHHBIX CUCTEM.

19. TunoBas ctpaTerusi HHPOPMATMOHHONW BOHHBI. OCHOBHBIC aCMEKThl U MOCIIEICTBUS
WH(POPMAITMOHHOMN BOIHBI.

20. Hoxymentsl I'octexkomuccuu tipu IIpesuaente Poccuiickoii @epeparmu. Konuenmum
3aIUThl ABTOMATU3UPOBAHHBIX CUCTEM U CPEJICTB BEIYUCIUTEIILHON TEXHUKH.

21. Hoxymentsl ['ocrexxomuccun nipu Ilpesunente Poccmiickoit @enepanmn. Knaccuduka-
1¥s1 THQOPMAIIMOHHBIX CHCTEM 10 YPOBHIO UX 3aUIIICHHOCTH.

22. Joxymentsl I'octexkomuccruu nipu [pesunente Poccuiickoit @eneparmu. TpeboBanus k
MH(POPMAITMOHHBIM CHCTEMaM TI0 00ECTICUeHUIO O€30MacCHOCTH HH(OPMAITHH.

23. Hanpagsnenus 3aumrhl 0T HecankronupoBanHoro goctyrna (HCJI). OcHoBHBIE criocOOBI
HCJ. Ipunrunes! 3amuts! nHGopmanun ot HC/I.

24. Crpykrypa cuctemsl 3ammthl nHGopmarmu ot HCJI, HazHaueHne 1 GyHKIUH 3I€MEHTOB.

25. IlpaBuna pazrpaHudeHus JocTyna K uHpopMmarmy. MaHgaTHas MOJENb YIpaBiIeHUs J0-
CTYTIOM.

26. IlpaBuna pasrpannueHus 1ocTyna K uHdopMarmu. JIuCKpelmoHHasi MOJICIh YIIPABIICHUS
JOCTYTIOM.

27. OcHOBHbBIE TOHATHUA KpHUNOTOTrpaguueckor 3ammThl HHGopMarmu. Mcropryeckas
cripaBKa 00 OCHOBHBIX ATalax pa3BUTHUS KPUIITOrpaduK KaK HaAyKH.
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28. OcHoBHBIC TpeOOBaHUS K KpUNTOTPahUISCKUM CHCTEeMaM 3aluThl uHhopmanmu. [Ipu-
Mep HpocTeIero mmaopa.

29. OO6oOmeHHas cxemMa CHUMMETPUYHON Kpunrocuctembl. CraHmapT mHQpoBaHUs
«Marma». OcoGeHHOCTH TPUMEHEHHUS aJITOPUTMOB CUMMETPUYHOTO MIM(PPOBAHUSI.

30. OO6o6mieHHas cxeMa aCHMMETPUYHON KPUITOCHUCTEMBI MIU(POBAHUS C OTKPBITHIM
KJIt04uoM. DYHKITUS X3IMIUPOBAHHUS.

31. OO6o6mieHHas cxemMa aCHMMETPUYHON KPUNTOCUCTEMBI MIU(POBAHUS C OTKPBITHIM
KITFOUOM. DIIEKTPOHHAS TTOIIHUCH.

32. Tlonarus uaeHTUUKAIMY, ayTeHTU(HUKAIMU 1 apropusauust. Kinaccudukarms cucrtem
ayTeHTU(HUKAIINH.

33. IMapomm, ceprudukarsl U UdpPOBLIC MOATUCH. MeTob! ay TeHTU(UKAITHH.

34. TlonsaTtue pasrpaHuyeHusi noctyna. PasrpaHuueHwe nocTyna mo BHAY, XapakTepy,
HA3HAYEHUIO, CTETICHU BaXKHOCTU U CEKPETHOCTH MH(OPMALIUH.

35. Texnonorus mMexcereBbix 3kpaHoB (MD3). Buast MD.

36. TexHomnorus mexcereBbiX s3kpaHoB (MDJ). dynkunn MO.

37. OcHoOBHBIEC MOHATHS U (YHKIIUHA BUPTYyaTbHBIX YacTHBIX ceTeit (VPN).

38. BapuaHTBhI TOCTPOCHHUS BUPTYAJIbHBIX 3alIUIIEHHBIX KaHaaoB. CpencTBa obecrede-
HUS 0€30MacHOCTH BUPTYaJIbHBIX YacTHBIX ceTei (VPN).

39. Ha3naueHwue, BO3MOKHOCTH U MOPSIOK paboThl ¢ cuctemoit SecretNet Studio.

40. Ha3znaueHue, BO3MOXXHOCTH YCTAaHOBKA M TMOPSAOK PaObOTHI ¢ CUCTEMOM 3aIlUThI OT
HC/JI «Dallas Lock».

41. Haznavyenue, BO3MOXXHOCTH U TTOPSIIOK pabOTHI ¢ DIEKTPOHHBIM 3aMKoM "Co0oIp".

42. HazHaueHnue, BO3MOKHOCTH U HUCIIOJIb30BAHKE MPOTPAMMHO-AMNIAPATHOTO KOMILIEKCa
cpencts 3amuThl nHGopMmanuu ot HCJI “Axkopni—AM/I3”.

10. CAMOCTOATEJIbBHASA PABOTA CTYJAEHTOB

HazBanue paznenoB u tem | Bua camocrostensHoM pa- | O0bemM B | Dopma KOHTPOIIS
OOTBI yacax
1 2 3 4
Paznen 1. Undopmammon- | [TonrotoBka K JeKIHH, TecTel nepen
Hasi 0€30MacHOCTh B CHUCTE- | TOATOTOBKA pedeparos, JIEKIIMEH, 3a9€T
M€ HalMOHANBHOW  0e3- | MOArOTOBKa K clave 9K3a- )
onacHoctH PO. MEHa
Tema 1. Tlonarue Hauumo-
HaJIbHOM 0€3011acCHOCTH
Pazgenm 1. Tema 2. Hamuua- | IlogroroBka K JIEKIUH, Tectbl epen
JIbHBIE UHTEPECHl Poccuu B | MOATOTOBKA pedepatos, 7 JIEKLIUEH, 3a4€T
nH(pOpMaIMoOHHOM cdepe MOATOTOBKA K cladye 9K3a-
MEHa
Paznen 1. Tema 3. Yrpo3sl | [loaroroBka K  JIEKIHH, Tectbl Iepen AeKIU-
UH(POPMALIMOHHOM Oe30mac- | IOAroTOBKa pedepatos, €1, BOIIPOChI BO Bpe-
HocTHu Poccuiickoit dene- MOATOTOBKA K JjabopaTop- 4 M3 Ta00OpPaTOPHBIX
pauuu HBIM paboTaM, MOATOTOBKA pabort, 3a4ér
K cJlaue sK3aMeHa
Pazgen 1. Tema 4. Uctou- | IlonroroBka K  JIEKIHH, Tectol nepen
HUKU yTpo3 UHQOPMAIIMOH- | MOATOTOBKA pedeparos, 2 JeKiuen, 3a4ét
HOW OezonacHocTu Poccuii- | MOATOTOBKA K chave dK3a-
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ckou Penepaunu

MCHa

Paznen 2. Uudopmanmon-
Has BOWHA, METOJBI U CPEJ-
CTBa €€ BEJICHUSI.

Tema 5. UudopmaunonHas
O6e3omacHOCTh, U WH(pOpMa-
IIMOHHOE IPOTUBOOOPCTBO

IlogroroBka Kk  JIEKIWH,
MIOATOTOBKA pedepatos,
MMOJTOTOBKA K CJade dK3a-
MEHa

Tectbl nepen
JIeKIMel, 3auét

Paznen 2. Tema 6. Ilpuemsl
nH(pOPMAITMOHHOTO BO3/ICH-
CTBHSI B HH(OPMAIIMOHHOMN
BOMHE

IlonroroBka K  JIEKIIMH,
MOATOTOBKA pedeparos,
MOATOTOBKA K cllaye HK3a-
MeHa

Tectol nepen
JIEKITUEH, 3a4éT

Paznen 2. Tema 7. Tumo-
Bas cTparterus uHdopmam-
OHHOU BOWHBI

IlonroroBka K  JIEKIIHH,
MOATOTOBKA pedeparos,
MOATOTOBKA K cllaye 7K3a-
MeHa

Tectol nepen
JIEKITUEH, 3a4éT

Paznen 3. 3ammra or He-
CaHKLHOHUPOBAHHOTO  JIO-
cryna (HC/I) B undopmaru-
OHHBIX CHCTEMaXx.

Tema 8. Kunaccudukanus
aBTOMATH3UPOBAHHBIX  CHU-
cTeM U TpeboBanus o 31

IlonroroBka K  JIEKIIMH,
MOATOTOBKA pedeparos,
MOATOTOBKA K cllaye 7K3a-
MeHa

Tectol nepen
JIEKITUEH, 3a4éT

Paznen 3. Tema 9. Crpyk-
Typa CHUCTEMBI 3aIUTHl UH-
dbopmaru oT HCII.
Hasnauenue u ¢QyHKIMH
JJIEMEHTOB

IlogroroBka K  JIEKIWH,
MIOATOTOBKA pedepatos,
MOJATOTOBKA K cJade dK3a-
MEHa

Tectbl epen
JIeKIMel, 3auét

Paszgen 3. Tema 10. Mone-
JIM YIIPABJICHUS JJOCTYTIOM

IToaroroBka K JICKIIHH,
MOATOTOBKA pedepaTos,
MOATOTOBKA K C/1aue HK3a-
MeHa

Tectbl nepen
JIEKITUEH, 3a4éT

Pazgen 4. OcHOBHEIE METO-
Il o0ecriedeHus: nHpopMa-
LIMOHHOM 0€30IaCHOCTH.
Tema 11. OcHOBHEIC MOHS-
TUS ~ KpUOTOTpapuuecKont
3aUTH THGOPMAITIHI

IToaroroBka K JIEKIIMH,
MOATOTOBKA pedepaTos,
MOATOTOBKA K C/Iaue HK3a-
MeHa

Tectbl nepen
JIEKITUEH, 3a4éT

Paszgen 4. Tema 12. Cum-
METpUYHBIC KpunTorpadu-
YeCKUE CUCTEMBI

IToaroroBka K JIEKIIMH,
MOATOTOBKA pedepaTos,
MOATOTOBKA K C/Iaue HK3a-
MeHa

Tectol nepen
JIEKITUEH, 3a4éT

Paszmen 4. Tema 13. Acum-
METPHUYHBIC KpHUIITOTpadu-
YECKUE CUCTEMBI

IToaroroBka K JICKIIMH,
MOATOTOBKA pedepaTos,
MOATOTOBKA K C/Iaue HK3a-
MeHa

Tectol nepen
JIEKITUEH, 3a4éT

Pa3nen 4. Tema 14. Unen-
TUGUKAIMS U ayTEHTU(H-
KaIust

IloaroroBka K JIEKIMH,
MOJIrOTOBKa pedeparos,
IMOJTOTOBKA K CIaye dK3a-
MEHa

Tectol nepen
JIeKIMel, 3auét

dopma A
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Paznen 4. Tema 15. Pas-
TpaHWYEHHE W KOHTPOJb
J0CTyTa K HHpOpMaIun

IToaroroBka K JIEKIIMH,
MOATOTOBKA pedepaTos,
MOATOTOBKA K C/1aue HK3a-
MeHa

Tectol nepen
JIEKITUEH, 3a4éT

Paszmen 4. Tema 16. Texuo-
JIOTUU MEXKCETEBBIX JKpa-
HOB

IToaroroBka K JIEKIIHH,
MOATOTOBKA pedepaTos,
MOATOTOBKA K C/1aue HK3a-
MeHa

Tectol nepen
JIEKIUEH, 3a4éT

Paznen 4. Tema 17. Bup-
Tya.HBHBIe YaCTHBIC CeTUu

(VPN)

IloaroroBka K JIEKIMH,
MOJIrOTOBKa pedeparos,
IMOJTOTOBKA K CIaye dK3a-
MEHa

Tectol nepen
JIeKIMel, 3auét

Pa3nen 4. Tema 18. Mero-
Il OOHApYKEHHUSI BTOpPXKe-
HUH (aTak)

IloaroroBka K JIEKIMH,
MOJIrOTOBKa pedeparos,
IMOJTOTOBKA K CIaye dK3a-
MEHa

Tectbl nepen
JIeKIMel, 3auét

Paznen 5. Cpeacrta 3amu-
Tl HMHQOpPMALUU OT He-
CaHKI[MOHUPOBAHHOTO  [I0-
ctyna. Tema 19 Cucrema
SecretNet Studio

[TogroroBka  pedepartos,
MOATOTOBKA K JlabopaTop-
HBIM paboTaMm, MOJTrOTOBKa
K cJlaue dK3aMeHa

Tectbl Iepen AeKIU-
€H, BOIIPOCHI BO Bpe-
M3 Ta0OpPaTOPHBIX
pabort, 3a4éT

Pasnen 5. Tema 20. Cu-
crema 3amutel ot HCJI
«Dallas Locky.

[TonroroBka pedeparos,
MOATOTOBKA K JIa00OpaTop-
HBIM paboTam, MOJrOTOBKA
K c/laue SK3aMeHa

TecTbl epen NeKUu-
€i, BOIPOCHI BO Bpe-
M1 TabOpaTOPHBIX
pabor, 3a4éT

Paznen 5. Tema 21. Dnek-
TpoHHBIN 3aMOK "C00605b".

[Tonroroska pedeparos,
MOATOTOBKA K JIa00OpaTop-
HBIM paboTaMm, MOJrOTOBKA
K c/laue SK3aMeHa

TecTbl epen NeKUu-
€i, BOIPOCHI BO Bpe-
Ms1 TabOpaTOPHBIX
pabort, 3a4éT

Paznen 5. Tema 22. Bcerpo-
CHHBIC MEKCETEBbIC YKPAHBI

[Tonroroska pedeparos,
MOATOTOBKA K JIa00opaTop-
HBIM paboTam, MOJrOTOBKA
K c/laue SK3aMeHa

TecTbl epen NeKUu-
€i, BOIPOCHI BO Bpe-
Ms1 Ta0OpaTOPHBIX
pabor, 3a4éT

Pazpen 5. Tema 23. Ilpo-
rpaMMHO - amlmapaTHbIN
KOMIIJICKC CPCACTB 3alllMThI
unpopmaruu or HCJI “Ak-
KOpI»

[TonroroBka pedeparos,
MOATOTOBKA K JIA00OpaTop-
HBIM paboTam, MOJrOTOBKA
K c/laue SK3aMeHa

TecTbl epen NeKUu-
€i, BOIPOCHI BO Bpe-
M1 TabOpaTOPHBIX
pabor, 3auéT

dopma A
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11. YYEBHO-METOANYECKOE U UTH®OPMAIIMOHHOE OBECIIEYEHUE
JAUCHUIITINHBI

a) CMCOK peKoMeH/yeMOoii TuTepaTyphbl:

OCHOBHasl

1. 3ammra MH(MOPMALMKA: OCHOBBI TEOPHU: YUEOHMK Ui OakalaBpuara M MarucTparypsl/
[MernoB A. IO., llernmoB K. A. — M.: UzmarensctBo IOpaiit, 2019. — 309 c. https://biblio-
online.ru/viewer/zaschita-informacii-osnovy-teorii-433715.

2. HoeukoB B.K., MadopmarimonHoe opyXue - OpyKUe COBPEMEHHBIX U OyayIIUX BOWH
[DnexTponnslii pecypc] / HoBukos B.K. - 2-e u3n., ucnp. - M.: T'opsiaas nunus - Tenexom, 2013.
- 262 c. - ISBN 978-5-9912-0166-7 - Pexum JOCTyTa:
http://www.studentlibrary.ru/book/ISBN9785991201667.html

3. JomozoB H.JL., IlporpammHubie cpencTBa 3amuThl HHGOPMAIIMN: KOHCIIEKT JIEKIUHN [ D1eK-
TpoHHbIN pecypc] / Jonozo H.JL. - HoBocubupcek: M3a-so HI'TY, 2015. - 63 c. - ISBN 978-5-7782-
2753-8 - Pesxxum noctyma: http://www.studentlibrary.ru/book/ISBN9785778227538.html

JAOMOJTHHUTEIbHAs

1. Hexommepueckas untepHet-Bepcust CIIC "Koncynbrantlimroc":

1.1 Jokrpuna unpopmannonHoii 6ezomacnoctu Poccuiickoit ®@eneparnuu (Yka3z [pesu-
nenta P® ot 05.12.2016 N 646 "O06 ytBepxkaennu JJokTpruHbl HHYOPMAITMOHHOW 0€30TTaCHOCTH
Poccuiickoit ®enepanun')

Pexxum moctyma: http://www.consultant.ru/document/cons doc LAW 208191/

1.2 Crparerust HarmoHanbHOH Oe3omacHocTy Poccuiickoit @eneparmn (Yka3 IIpesunenta
Poccwuiickoit @eneparmm ot 31 aexadpst 2015 roga N 683 "O Crparerny HalmoHAJIBHOM O€30macHo-
ctu Poccuiickoii deneparnun')

Pexxum moctyma: http://www.consultant.ru/document/cons doc LAW 191669/

1.3 ®enepanbhslii 3akoH 0T 27.06.2006 N149-D3 "O6 undpopmanuu, HHPOPMALMOHHBIX
TEXHOJIOTHSX | 3aIuTe HHPOpMaIiu'"

Pexxum noctyma: http://www.consultant.ru/document/cons_ doc LAW 61798/

1.4 3akoH P® 2010 roma N 390-®3 «O 6e3omacHocTH» Pexum mocryma:
http://www.consultant.ru/document/cons_doc LAW_ 108546/

1.5 ®enepanbubiii 3akoH oT 27.07.2006 N152-®3 "O nepcoHanbHbIX NaHHBIX" Pexum
nocrymna: http://www.consultant.ru/document/cons_doc LAW_ 61801/

1.6  ®epepanbHbiii 3akoH 0T 29.07.2004 N98-®3 "O kommepueckoil TaliHe" Pexum
nocrymna: http://www.consultant.ru/document/cons_doc LAW_ 48699/

2. Ceunape H.A., UHCTpyMeHTaIbHBIN KOHTPOJIb U 3alIuTa WHOpMAIUU [DIEKTPOH-
Hblil pecypc]: CBunape H.A., Jlankun O.B., Jlanunkun A.Il, Ilorexeuxuit C.B., Ileperoxun
O.M. - Boponex: BI'VUT, 2013. - 192 c. - ISBN 978-5-00032-018-1 - Pexum npoctyma:
http://www.studentlibrary.ru/book/ISBN9785000320181.html.

3. TOCT-3Okcnept - enunas 6a3a ['OCTo Poccuiickoit deneparnuu ayist 00pa3oBaHus 1
MIPOMBIIIJICHHOCTH:

3.1 TOCT P UCO/MDK 27002-2012 NurdopmanrioHHast TEXHOJIOTHs. METOIBI U Cpe/I-
ctBa obecrnieueHust 6ezomacHocTd. CBOJ HOPM U npaBui MeHekMeHTa. ' OCT-Dkenepr - enu-
Has 6a3a 'OCToB Poccuiickoit @eneparuu 1yist 00pa3oBaHUs U TPOMBIIUICHHOCTH. — Pesxum
nocryma: https://gostexpert.ru/gost/gost-27002-2012;

3.2TOCT 28147-89 Cuctembl 00paboTku nHpOpMAaIU. 3amuTa Kpuntorpaguaeckas.
AJAropuT™ Kpuntorpaguueckoro npeodpasopanus. — Pexum goctymna
https://gostexpert.ru/gost/gost-28147-89

4. AnnpuanoB B.B., Obecneuenue nHpopManoHHON Oe3zomacHocTH Ou3Heca [Diek-
TpoHHBIA pecype| / B. B. Anapuanos, C. JI. 3edpupos, B. b. I'onosanos, H. A. lN'onayes. - 2-¢
u3., nmepepad. u gom. - M.: [IUIICuP, 2011. - 373 c. - ISBN 978-5-9614-1364-9 - Pexum no-
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cryna: http://www.studentlibrary.ru/book/ISBN9785961413649.html.

5. TymanoB C.A., Cuctema 3ammThl HHGOPMAIIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIa
Ha ocHoBe "DallasLock 8.0" [Dnekrponnsiit pecypc]: / Tymanos C.A. - HoBocubupck: M31-Bo
HITY, 2016. - 56 c¢ - ISBN 978-5-7782-2826-9 - Pexum jgoctyma:
http://www.studentlibrary.ru/book/ISBN9785778228269.html.

Y4eOHO-MeTOAuYecKast

1. Meroauyeckue ykazaHusi Uil IPOBEACHUS J1a0OpPaTOpHBIX paboT mo 3amuTe uHpOp-
MalluM I CTyAeHTOB crernuanbHocTe "KommbioTepHas Oe3omacHocTs", "Maremarndeckoe
obecriedeHrne U aIMUHUCTpHpoBaHKUE MH(oOpMaroHHBIX cucteM", "VH(POKOMMYHHUKAIMOHHBIE
TEXHOJIOTHU U cucTeMbl cBs3u", "Cucremusblii aHanm3 u ympasienue" / A. C. Auapees, C. M.
bopomun, A. M. MUsanuon; VYal'V, OMuMT. - Vaesunosck : Yal'V, 2015.- URL:
http://lib.ulsu.ru/MegaPro/Download/MObject/297

2. JIaGopaTOpHBIH MPAKTUKYM IO MaTEMaTHYECKUM METO/IaM 3alTUThl HH(OPMAITUH:
y4e0.-MeToa. ykazanus s crerl. "KommbrorepHas 6e3omacHoCTb, "MaTeMaTnueckoe obecrie-
YeHUE U aJ]MUHUCTpUpOBaHNe HH(popMalMOHHbIX cucteM" / A. B. Amunapos, A. M. VBan1oB,
C. M. Pariees; YaI'V, ©DMUHAT. - Viuesaaosck: Yiul'V, 2016. 54 c. URL:
http://lib.ulsu.ru/MegaPro/Download/MObject/270

3. UBannoB A. M.

MeTtonudeckue yka3zaHus ISl CAMOCTOSTEIbHOM paboThI CTYICHTOB 10 TUCIIUTUTHHE
«OcHOBBI HH(POPMALIMOHHOM 0€30MaCHOCTU JUISl CTYIEHTOB CIIEUAIUTETa MO CIIEHUaTbHOCTAM
10.05.01 u 10.05.03 ounoit popmsl oOyuenus / A. M. UBannoB; Yal'Y, dak. MaTeMaTHKH, HH-
dbopm. 1 aBuarll. TexXHOJNOTHH. - YabsHoBck: Yul'Y, 2020. - 3ari. ¢ sxkpana; HeomyOmrukoBaHHBIH
pecypc. - DnekTpoH. TekctoBbie naH. (1 ¢aiin: 403 KB). - TekcT: 31meKTpOHHBIH.
http://lib.ulsu.ru/MegaPro/Download/MObject/4263

CornacoBano:
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0) [IporpamMHoOe o0ecnieueHne
- oneparnonHas cpexa OC Windows/ Anbt PaGoyast cranmus 8;
- Microsoft Office / MoitO¢duc CtannapTHBIH.

B) IIpodeccuonanbHbie 6a3bl JaHHBIX, HH(POPMALIMOHHO-CIIPABOYHbIE CHCTEMBI

1. DJ1eKTPOHHO-0UOJINOTEYHbIE CUCTEMBbI:

1.1. IPRbooks : 31ekTpoHHO-0MOIMOTEYHast cUcTeMa : calT / rpynmna kommanuid A [1u
Ap Menamna. - Capatos, [2021]. — URL: http://www.iprbookshop.ru. — Pexxum nocryna: ans 3ape-
TUCTPUP. IIOJIB30BATENEH. - TEKCT : AIEKTPOHHBIN.

1.2. TOPAUT : saexkTpoHHO-6M6IMOTEYHast cucteMa : caift / OO0 DIeKTpOHHOe H3/a-
tenbctBo FOPAWT. — Mocksa, [2021]. - URL: https://urait.ru. — Pexum mocTyna: 1is 3aperu-
CTpHP. MOJIb30BATENIEH. - TEKCT : AJEKTPOHHBIN.

1.3. KoHCynbTaHT CTyZIeHTA : AJIEKTPOHHO-OuOIHoTeuHas cuctema : caidt / OOO Ilonwu-
Texpecypc. — Mocksa, [2021]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexum
JOCTyNa: JUIsl 3apETUCTPUP. MTOIb30BaTENEN. — TEKCT : 3JIEKTPOHHBIM.

1.4. KoHCynpTaHT Bpaua : 3JEKTPOHHO-OMOMmMoTeyHas cucrema : cat / OO0 Beicmias
IKOJIa OPTraHU3allid U YIIPABJICHUS 3paBOOXpaHeHHEeM-KOMIUIEKCHBIA METUIIMHCKANA KOHCAN-
tuHT. — Mocksa, [2021]. — URL: https://www.rosmedlib.ru. — Pexxum moctyma: mist 3aperu-
CTpUP. MOJIb30BATENEH. — TEKCT : 3JEKTPOHHBIMN.

1.5. Bonbmas MequinHcKas OMOIMOTEKA : AICKTPOHHO-OMOIMOTEYHAs CHCTEMa © CaT /
00O byxkar. — Tomck, [2021]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum nocryma:
JUISL 3apETUCTPUP. MOJb30BaTeNel. — TeKCT : 3JIEKTPOHHBII.

1.6. Jlaub : snexTpoHHO-OMOMMoOTeyHas cucrema : cadt / OO0 DBC Jlanb. — CaHKT-
[TerepOypr, [2021]. — URL: https://e.lanbook.com. — Pexxum moctyma: mist 3aperucTpup. MoJib-
30Bareliel. — TeKCT : 3JIEKTPOHHBIM.

1.7. Znanium.com : 3JeKTpOHHO-OMOMMOTEUHass cucreMa : cat / OOO 3HaHMyM. -
Mocksa, [2021]. - URL: http://znanium.com . — Pexxum octyna : st 3aperucTpup. mojib30Ba-
Tenel. - TeKCT : AIEKTPOHHBIMN.

1.8. Clinical Collection : KoyIeKIHs Uil MEIUIIMHCKUX YHUBEPCUTETOB, KIMHHUK, ME/IU-

IIMHCKHAX OMOIMOTEK /! EBSCOhost : [moprai]. - URL:
http://web.b.ebscohost.com/ehost/search/advanced?vid=1&sid=9f57a3¢1-1191-414b-8763-
€97828917e1%A40sessionmgrl02 . — Pexxum goctyna : j1s aBTOPHU3. TOJIb30BaTenei. — TekcrT :
JJIEKTPOHHBIN.

1.9. Pycckuii si3pIK KaK HHOCTPAHHBIN : 3JIEKTPOHHO-00Pa30BaTEIBHBIN PECYpC I WHO-
cTpaHHbIX cTyAeHToB : caiit / OOO Komnanus «Aii I[Iu Ap Menuay. — Caparos, [2021]. —
URL: https://ros-edu.ru. — Pexxum goctyna: [jisi 3aperucTpup. Mmosib3oBaTeneil. — TeKCT : Aek-
TPOHHBIN.

2. Koncyabrantllmoc [DnekTpoHHBIN pecypc]: cnpaBouHas mpasoBas cucrema. /OO0
«Koncynbrant Ilmtoc» - DnektpoH. naH. - Mocksa : KoncynsrantlIntoc, [2021].

3. ba3pl JaHHBIX NEePUOAUYECKUX U3TAHUIN:

3.1. ba3za naHHBIX NMEPUOAMYECKUX M3JAHMUU : 3JeKTpoHHBIE XypHaisl / OO0 NBUC. -
Mocksa, [2021]. — URL: https://dlib.eastview.com/browse/udb/12. — Pexxum nmoctyma : ans aB-
TOPU3. II0JIb30BATENEH. — TEKCT : AIEKTPOHHBIN.

3.2. eLIBRARY.RU: nayunas snextponHas oubnuoreka : caiir / OOO Hayunas Diek-
TpoHHas bubmmoteka. — Mocksa, [2021]. — URL: http://elibrary.ru. — Pexxum moctyna : ajis aB-
TOPH3. MOJIb30BaTeNIe. — TEKCT : AIEKTPOHHBIN

3.3. «Grebennikon» : anextponHas oubmuoreka / ]| I'pebennukos. — Mocksa, [2021]. —
URL: https://id2.action-media.ru/Personal/Products. — Pexxum goctymna : st aBTOpU3. MOJIB30-
Bareseil. — TeKCT : 3JIEKTPOHHBIN.
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4. HanuoHaabHasl 3JIeKTPOHHAsi OMOJIMOTEKA : SJICKTPOHHAsA Oubimoreka : deaepanb-
Has TOCyJapCTBEHHas WH(POpMalMOHHAs cUcTeMa : cailT / MunucrepctBo KynbTypsl PO ; PT'B.

— Mocksa, [2021]. — URL: https://H36.pd. — Pexxum nmoctyma : it mosib3oBaTeNiell HayqyHOH
OonbmmoTeku. — TeKCT : AeKTPOHHBIH.
5. SMART Imagebase // EBSCOhost : [mopran]. — URL:

https://ebsco.smartimagebase.com/?TOKEN=EBSCO-
1a2ft8¢c552a76d8229047223a7d6dc9c&custid=s6895741. — Pexum poctyma : nOnsi aBTOPU3.
nosb3oBareneil. — M3o0paxkeHue : 3JIeKTPOHHEIE.

6. ®enepanbHbie MHPOPMAITMOHHO-00pa30BaTeIbHbIE MOPTAJIbI:

6.1. EnnHoe okHO nocTyma K 00pa3oBaTelbHBIM pecypcaM : deaepalbHbId mopTan /
yupenutens @I'AOY JAITO LPI'OIT u UT. — URL: http://window.edu.ru/ . — TekcT : 31eKTpOoH-
HBIH.

6.2. Poccuiickoe oOpazoBanue : ¢enepanbHblii noptan / yupeaurenr @I'AOY /IO
HPI'OIT u UT. — URL: http://www.edu.ru. — TeKCT : 3JIEKTpOHHBII.

7. Obpa3oBaTesbHbIe pecypebl Yal'y:

7.1. Dnexktponnas o6ubmuorexka Yul'V : moxyns ABMC Mera-ITPO / OOO «Jlata Dkc-
npeccy. — URL: http://lib.ulsu.ru/MegaPro/Web. — Pexxum noctymna : Juist mojip30BaTeneil Hayy-
HOM OMOMMOTEKU. — TEKCT : DIIEKTPOHHBIH.

CornacoBaso:
3am.Hay. YUTuT /_Kmoukosa A.B. J_04.05.2021
JOJKHOCTH coTpyauuka YU TuT (5[0} /" Cueanfics nara
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12. MATEPUAJIBHO-TEXHNYECKOE OBECINEYEHHUE JUCHUIIJIUHDbI:
MyJIbTUMEAUNHBIC CPEJICTBA: KOMIIBIOTEP U MPOCKTOP;
- MynpTEMeanitHbIe TexHomoruu. MS Office, Internet Explorer;
CUCTEeMa 3alllUThl KOH(QUACHIIMAIBHON MH(GOPMAIINK U NMEPCOHANBHBIX NaHHBIX «Secret Disk.
bazosriii komiiekT ¢ USB-kimrouoM — 4 KOMILIEKTa;

- 3NeKTpOHHBIN 3aMOK "Co00mp" — 3 KOMILIEKTA;

- TepCOHANBHBIC CPEICTBA ayTCHTU(UKAINH U 3aMUMIEHHOTO XpaHeHUs JaHHBIX - USB-ximroun u
cmapt-kapthel eToken — 3 xomrekTa;

- cucrema 3amuthl o HCJI «Dallas Lock». 4 xomrutekTa;

- MPOrpaMMHO-aNIapaTHBIA KOMIUIEKC cpeicTB 3amuTel nHpopMmanuu ot HCL “Axkkopn—AM/I3”
— 1 KoMIIIeKT.

AynuTopus A IPOBEACHUsS 3aHATHH - 2/240.

Aynutopus 2/240 yKOMIUIEKTOBaHA CIICIIUATTU3UPOBAHHON MeOeblo, YIeOHOU TOCKOH, HMEIOTCS
MYJIbT MyJIETUMEIUHHBIC CPEJICTBA: KOMITBIOTEP U TIPOEKTOP; UCIIOIB3YIOTCS MyJIbTUMEINHHBIC TEXHOJIO-
run. MS Office, Internet Explorer, Power Point, MS Excel.

13. CHEHUAJIBHBIE YCJOBUA J1J151 OBYYAKOUIUXCSL
C OTPAHUYEHHBIMU BO3MOXHOCTAMMU 3/10POBbSA

B ciayuae HEoOX0IMMOCTH, OOYYAIOIIMMCS W3 YHCIA JIUI[ C OTPAHUYCHHBIMH BO3MOYKHOCTSIMHU
310pPOBBS (TI0 3asABIEHUIO O0YUYAIONIUMCS) MOTYT MIPEAIAraThCsl OJTHU U3 CIECIYIONINX BAPUAHTOB BOCIIPH-
ATUST HHYOPMAIIUH ¢ YYETOM UX WHAWBUAYATLHBIX ICHXO()U3NIECKUX BO3MOKHOCTEH:

— IS JIMI] C HApyIICHUEM 3pEHUs: B (pOpPME DIIEKTPOHHOTO JOKYMEHTA, WHIAUBHIYaJbHBIC KOH-
CYJIBTAIUH C MPUBIICUCHHEM THHIOCYPIONEPEBOTUNKA, UHIUBH Ty aTbHbIC 33]]aHUS] H KOHCYbTAIIUS;

— JUIA JWIl C HAPYIICHHEM cllyxa: B ()OPME SJIEKTPOHHOTO JOKYMEHTa, WHIUBHIYaJIbHbBIC KOH-
CYJIbTAIMH C TIPUBJICUCHUEM CYpPIOTICPEBOUNKA, HHANBUIYaIbHbBIC 3aaHUS U KOHCYJIbTAIHS;

— IS JIMI ¢ HApYIIEHHUEM OMOPHO-JBUTATEIBHOIO amnmnapara: B popMe 3JIEKTPOHHOIO JIOKYMEH-
Ta, UHAUBUAYAIbHBIE 32JTAHHAS U KOHCYJIBTAIHS.

B ciydae HE0OXOAMMOCTH HCTIONB30BaHKS B y4eOHOM TPOIIECCE YaCTHYHO/UCKITIOUUTEIBHO JTU-
CTaHIIMOHHBIX 00Pa30BaTENBHBIX TEXHOJOTHUH, opranu3aius padbotsl [1IIC ¢ obyuarommmucs ¢ OB3 u
MHBAJIMJIAMU TIPEAYCMATPUBACTCS B SJICKTPOHHON MH(POPMAIIMOHHO-00Pa30BaTEIILHOM CPEJIe C YUSTOM HX
VHANBHUIYATBHBIX TICHXO(DH3MIECKUX OCOOEHHOCTEMH.

1
Paspaﬁo’mu() )~ pouent kabenpsr Upanuos Anypeit Muxaiinopuu

MNOAMHCH JONKHOCTh OHO
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